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Mainstreaming Gender & Diversity in our
Security Risk Management (SRM)

A practical toolbox on diverse profiles for SRM

To safeguard GIZ’s engagement abroad and to take adequate care for the health and safety
of GIZ staff members working or travelling outside of Germany, GIZ maintains a professional
security risk and crisis management system that is coordinated by Corporate Security Unit (CSU).
Security risk management advisors (SRMA) and country security focal points (CSFP) located in
all GIZ partner countries are the operational backbone of this comprehensive SRM system,
advising the country directors in how to fulfill their overall security responsibility.

During their secondment and/or while on duty trips, GIZ staff members can be exposed to a
whole range of security-related risks. These risks may be related to or a result of several
factors, including but not limited to their gender, gender identity and/or sexual orientation.
The need to shift from perceiving staff as a homogenous group (with one-size-fits-all approaches)
to considering the different characteristics and identities of individuals is becoming urgent to offer
appropriate and effective mitigation and support strategies.

Over the course of the last few years, queries directed to the CSU from country directors, SRMAs,
AVs or staff themselves, went beyond conventional security concerns and highlighted gender-
and diversity-related considerations that made staff more “vulnerable” in certain settings. Based
on those queries and GIZ’s organizational values as well as policies and code of conduct, CSU
set itself the objective to further mainstream gender and diversity within its SRM.

Within the SRM community, there have already been numerous efforts to strengthen this nexus.
To provide a standardized orientation, CSU has developed the comprehensive paper “A
person-centered approach in Security Risk Management” with many practical
recommendations that will be published in January 2024.

The paper aims at:

a) raising awareness at company-level about the gender/diversity and SRM nexus,
b) enhance gender sensitivity and competence of SRMAs worldwide (in 80 countries)

¢) showcase how gender and diversity aspects can be further integrated into the existing security
management practices, processes, and tools.

CSU maintains a regular and close cooperation with other organizational units such as
COPE, the Corporate Compliance Unit, the Equal Opportunity Commissioners, and the Gender
Commissioners. These established modes of cooperation, and the insights gained from them,
were incorporated into the paper. COPE played a particularly active role in the development of
the paper by providing input and advice throughout the process. Moreover, various colleagues
in GIZ partner countries have been consulted; their valuable and first-hand experiences as
well as best practices have been considered.
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Once fully integrated into SRM practices, the expected outcomes are:

1. Streamlined security risk management: Gaining valuable insights and a broader perspective
on potential threats and vulnerabilities related to gender and diversity. This expanded
viewpoint helps in identifying risks that may otherwise be overlooked and will lead to more
effective risk mitigation measures.

2. Enhanced decision-making: Enable more robust and well-rounded decision-making (i.e.,
training, crisis management) and promote creative solutions by including diverse perspectives.
This also includes informed decisions made by staff members and based on transparent
communication.

3. Improved communication and enhanced security culture: Demonstrating this type of
inclusivity and creating safe spaces for exchange can foster trust, improve information sharing,
and promote compliance with SRM procedures. Individuals who feel safe and who feel seen
and accepted can act more efficiently in challenging situations.

The subsequent comic shows a sneak preview of the paper: practical recommendations for our
SRM staff on how to include gender and diversity aspects in different processes, practices, and
services of GIZ’s security risk management:

As SRMA, we like to form
gender-diverse & inclusive
teams to identify a wider

Results from the assessment help
us understand how staff perceive
the threats related to i.e., gender

..risks dand to assess

their impact on the
saFe'h_J, & security of GiZ
staff assets and GIZs
reputdfion

N “diverse risk assessment”
focusing on threats related to
diverse profiles can deepen
the awareness of gender and
diversity-specific risks

1, Secwitj risk assessment

As SRMA we also reach out to
existing networks and/or focal
points® within GI1Z when we need
clarification and/or guidance on
diversity related aspects

Our SRMAs dre familiar with’
GIZ policies and codes of
conduct, the foundational

frameworks within a gender-

- -sensitive & inclusive Security

Risk Management operates

So that we can properly
include gender considerations
& diversity aspects into SRM &
disseminate GIZ core values

2. Policy & code of conduct

*ie., gender focal Poin'ts. GIZ Rainbow Network, COPE, etc.
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fn my role as SRMA, |
ddvise on risk dssessments,
mitigation medsures, and
contingency planning. |
also support you if you have
a security incident

When we include the person-
based-approach into our security
risk management system, do we

need new roles and/or new
responsibilities?

In my role as gender
focal point, | advise on the
implementation of the
gender strategy & the
FGHCH dgdinst sexuadl
harassment

Member of the Crisis Risk
Management Team (CRMT)

3. Roles & responsibilities

Country director

Dedr Kim,
as your potential supervisor and in
order for you to take an informed
decision about this position in

Lagos, | would like to higkligk‘t...

Hola Maria !

...risks related with your
loo‘ten'tial dssignment
incl. risks associated
with certain diverse

profiles

..mitigation medsures
alreo\dj in place

..our suPFor‘t-
structures

~the security
situation in
Nigevia

4, The recruitment process

Any questions or

Prior to the brie{—'ing, you
feedback?

can fill out a confidential
self-reflection sheet*

- Security situation in country

- Securifﬁ standards & processes

- Risks incl. risks that might be
relevant to diverse Prn{-‘iles (gender,
sexual orientation, physical health,
ndtiana“f&. beliefs, etc.)

- Mitigation medasures

Hola Andi, welcome to
Guatemald ! is there a
preferved way you'd like
to be addressed?

5. Security brie{-'ir\g

* Allowing colleagues to reflect on their
identity & related vulnerabilities

To ensure that SOPs include
everyone, we, as SRMA, adnp‘t
the procedures to diverse

staff groups

SOPs establish a shared and
standardized understanding of
how to respond and behave in
specific situations - including
roles & responsibi[ities

As we believe that
dwdreness dnd
understanding of diversity
aspects ensures effective
implemer\‘to\'tian

Think about using a é‘ar 7
gender & diversity
sensitive language !

AN

6. Standard operdting procedures (sop)
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~.and btw, our safe room is

To equip the safe
room in our office, I, as SRMA,
account for the possibility of
having staff with diverse
considerations (female hygiene
products, medical needs, food
alternatives, etc.)...

By adapting contingency
& crisis Plans to the
diverse requirements/needs

of our staff..

on the ground floor
medning its easily accessible

for all staff

... we enhdnce GIZ's
resilience in challenging
opemtiona[
environments

wwithout explicitly
requesting specific personal
information

7. Contingenqj planning

And foster a culture of inclusivity & support!

Incident reporting &
mandgement helps us SRMA
to identify, analyze & respond
to security-related events

What are my
own bidses?

Do my own perspectives,
values and preconceptions
impact the way | evaluate
dnd act upon a reloorted
incident?

Incorporating gender &
diversity considerations
enhances the precision of

our response strategies

We are prepared for
diversity-related incidents that
can be reported & handled in o
confidential manner !

Who can |
refer to?

if we tender for
5uardslloriva'te security
companies, we aded
diversity aspects to the
terms of reference...

SRMA use the SSA to evaluate
potential risks, vulnerabilities, and
possible protective measures specific to
a given location (home, office, etc.)

«and look at whether
gender and cultural

sensitivity are part of
their policies

I keep in mind not
only where the object is
located but also who

9. Site se(:u.ri‘tg assessment (ssa) (8. Incident reporting & Management

In conclusion, by mainstreaming gender and diversity throughout GIZ’s security risk and crisis

management, we:
e contribute to an enhanced security culture, in which gender and diversity aspects are

considered in greater detalil,
e increase the gender and diversity competence of our SRM experts/staff in numerous GIZ

partner countries, and

e make effective use of already existing structures and resources to deepen the
cooperation and coordination among security risk management experts, gender experts and
various other units in Germany and abroad.
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